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1. Introduction

The rapid advancement of machine learning (ML) has brought unprecedented capabilities, but
it has also introduced complex challenges in ensuring transparency, accountability, and integrity
throughout the model development lifecycle. As ML models are supporting a broader range of
use cases, increasingly influencing critical decisions across industries, the need for robust mecha-
nisms to verify their provenance and authenticity has become paramount. This paper introduces
model signing as a foundational concept to address these challenges, providing a framework to
establish trust between model producers and consumers.

Traditional software supply chains have long faced risks such as dependency poisoning, infras-
tructure compromise, and version integrity attacks. However, the emergence of Al supply chains
introduces unigue vulnerabilities that demand novel solutions, many of these being covered in
our earlier landscape paper, Establish Risks and Controls for the Al Supply Chain.

The consequences of these Al-specific threats are particularly severe due to three key differences
from traditional software.

1. Expanded Scope of Impact: compromised models can lead to biased or manipulated
decisions at scale, often affecting multiple system outcomes and workflows at once, rather
than single isolated functions.

2. Monitoring and Detection Complexity: detection becomes more challenging as failures in
Al systems are often subtle, requiring continuous monitoring of inherently non-deterministic
processes, often across multiple interactions (session) rather than simple discrete observa-
tions

3. Increased Agency: Al models are becoming more proficient at tasks coupled with Agentic
Al systems that have the agency to perform in some cases autonomous actions increasing
the repercussions as these systems are integrated into applications that grant additional
agency.

ML models are inherently opaque, with their training data, pipelines, and dependencies often not
easily inspectable by consumers. This opacity makes it difficult to detect compromises or ensure
compliance. To increase transparency into these processes, we strongly recommend adopting
the claimant model. This means the producer of the ML artifact makes one or more tamper-
proof claims about the artifact in the form of signed attestations. The signature of the attestation
ties the identity of the author to the contents of the attestation. Consumers of ML artifacts start
by deciding if they want to trust the identity of these claims, lbefore validating the signature on
the claim. If the signature is valid, then consumers can believe the information contained in the
attestation. Ifit turns out that the author has made a false claim, the consumer can reduce further
trust on the identity of that author. By having the consumer decide what policies of trust to im-
plement and enforce, we make it easier to react to supply chain compromises, without requiring
strong formal systems.
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The claims we are considering in this paper are intended to provide a verifiable record of a model's
origin and transformations throughout its lifecycle, this effectively eliminates several avenues for
supply chain compromise. There are three main categories of claims that can be made:

1. Integrity claims: They have the form “model X has been generated with this digest, as
attested by identity A" and ensure that the subject artifact cannot be modified without
invalidating the claim.

2. Provenance claims: They have the form “model X has been generated by following process
P with inputs |, as attested by identity A". These claims ensure visibility between an artifact
and what sources and dependencies were needed to build it.

3. Generic property claims: They have the form “model X has property P, as attested by identity
A’ These claims can, for example, attest in a tamper-proof way that a model has a specific
test score when evaluating it against a benchmark dataset.

The first two sets of claims are claims usually found in software supply chains. Given the inherent
complexities of ML systems, we need to also allow claims of the third type, to help in understand-
ing the behavior of ML systems and reacting to incidents, for example, if a model is found to be
biased, auditors can trace its lineage through these claims (as available), to identify compromised
data sources of pipeline steps.

A common pattern across all these claims is the “as attested by identity A" part. This is tying the
claim with the identity of the claimant. Consumers and organizations can enforce policies stat-
ing that only attestations produced by certain identities are trusted. Similarly, organizations can
enforce other policies (e.g., rejecting models trained on untrusted data) to meet regulatory re-
quirements through verifiable evidence.

To perform this tying, and to make the attestations tamper-proof, cryptographic signatures are
needed. To hide their involvement, attackers must compromise multiple parties (e.g., both the
infrastructure that generates the artifact and the claim, and the PKI infrastructure that is used to
sign the attestation). This significantly increases the complexity of coordinated attacks.

For the remainder of this paper we will focus on model signing, as a way to generate signatures
for attestations about models. However, the same approaches can be applied to the other ML
artifacts (datasets, agents, etc.), once the software components are in place.

Model signing fosters informed decision-making, by enabling organizations to filter which mod-
els can run on their infrastructure, based on tamper-proof predicates, tied to trusted identities.
Thus, it represents a crucial step toward building trust in Al systems, ensuring that the benefits
of ML are realized without compromising security or ethical standards. As Al systems become
increasingly integrated into critical infrastructure, the need for trust and accountability in the Al
supply chain has never been greater and organizations should adopt this workflow as a key im-
provement. Model signing provides a practical framework to address these challenges, offering a
balance between transparency and security. By adopting model signing, organizations can mit-
igate risks, ensure compliance, and build confidence in the Al technologies shaping our future.
The OpenSSF model-signing library with its OMS model signing specification offers a practical
implementation for generating model signatures while also aiming to offer support for signed
provenance attestations in future releases.

2. Personas and Stakeholders

From a modelsigning perspective, we need to consider a specific set of actors and personas within
the model development and distribution process. The following figure introduces the concepts
of model producers and consumers as well as areas where signatures should be produced and
verified.
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Figure 1: signing lifecycle

The signature generation and verification process is centered around the model artifacts that are
produced and transformed until they are integrated into a full Al system, see section Defining the
Al Supply Chain. Within the supply chain of the model artifacts, you might have multiple model
producers and consumers. For steps that involve transformation and creation of derived models,
the same entities might be both consumers and producers at the same time.

2.1 Model Producers

Model producers are the primary creators and distributors of machine learning (ML) artifacts, en-
compassing a diverse group of professionals and organizations. This persona includes data scien-
tists & ML engineers, who design and train models; MLOps engineers, who provide infrastructure
to support building, delivery and surveillance of these models; and organizations that oversee
the entire lifecycle of ML development. The artifacts they produce drive the ML ecosystem, rang-
ing from model weights and architectures to metadata and training pipelines. Similar to CI/CD
pipelines for traditional software, these are the building blocks of Al systems, and their integrity,
authenticity, and provenance are paramount to establishing trust with downstream consumers.

For model producers, signing ML artifacts offers several tangible benefits.

1. Enhances Trust: Signing ML artifacts provides verifiable proof of the artifact's origin and
integrity, enabling model consumers (customers) to verify integrity on receipt irrespective
of the path it was sourced from. If a model is intentionally modified (e.g. via fine-tuning,
distillation, or other effort), then a new signature may be attached, extending the lineage to
allow additional integrity claims to e validated.

2. Fosters Accountability: Producers that invest in better security practices, generating
safe and reliable models, can be clearly identified and will be trusted more, having their
models get a larger market share. This is particularly important in regulated industries,
where compliance with standards and regulations is mandatory — with automatic verifica-
tion of claims from trusted entities, adding a new model into these pipelinesis a fast process.

3. Intellectual Property (IP) Protection: Enables producers to assert ownership over their
models and allow detection of unauthorized distribution of models — an entity A will not be
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able to release a model and claim that it belongs to producer B if all models produced by B
are already signed.

The absence of model signing exposes model producers to significant risks. Misuse of unsigned
models can lead to unintended applications, while tampering can compromise model perfor-
mance or introduce malicious behavior. Such incidents can result in reputational harm, loss of
competitive advantage over time, eroding trust among consumers and stakeholders. Signing
models gives producers the tools to enforce model integrity and a fundamental element for man-
aging lineage. This makes them immune to claims of negligence or liability in case of failures, as
well as enabling faster incident response avenues.

Model signing provides producers with specific guarantees, including authenticity (proof of ori-
gin), integrity (assurance that the artifact has not been altered), and provenance (traceability of the
artifact’s lifecycle). While model signing does not inherently guarantee model performance, fair-
ness, or robustness —as these properties depend on the quality of the training process and data — it
does allow adding these claims to a tamper proof model card or manifest that is rigorously bound
to the model provided, further increasing trust in the model and the model producer. Producers
must complement signing with rigorous testing, validation, and documentation to address these
aspects comprehensively.

2.2 Model Consumers

Once an ML/AI model has been developed, tested and published then it may be used by a Model
Consumer. Model Consumers integrate the models they consume into Al systems, they use them
within their own toolchain to perform Al-supported tasks, or they use them to create derived mod-
els. In the latter case, a Model Consumer also becomes a Model Producer and must be attentive
to maintaining appropriate provenance claims in that role.

Model Consumers take a few different forms, typically they fall into:

- Data Scientists, Researchers, Al/ML Engineers who integrate and evaluate the performance
of the model within the Al system

- MLOps engineers, who operationalize and deploy these models

- Al governance teams that oversee various aspects like ethics, transparency, and security of
the model

- Other parts of the organization that oversee the entire lifecycle

Model Consumers want to reduce their supply chain risks, therefore they need ways to verify that
the artifacts they consume are really what the Model Producer intended to release. The verifi-
cation of a model signature provides the guarantee that nobody tampered with the artifacts be-
tween the time a Model Producer assembled and signed the model artifacts and the time a Model
Consumer verifies the signatures. That is, for integrity claims, the Model Consumer can now be
assured that the model is the one that the Producer intended to release.

On the other hand, in case of provenance claims, or for attestations that also include details about
model cards, model performance, etc., Model Consumers get additional trusted information: they
know that everything that is included in the signature can be attributed to the Producer, being
evaluated at the time the signature was generated. For example, Model Consumers can identify if
a model has been trained on a specific dataset, or they can be assured that a model's performance
on some test dataset is above a threshold, if these informations are present in the attestation.

In short, model signing provides a guarantee that nobody modified the consumed artifacts alter-
ing the intended behavior of the model from the provider. It can also offer a trusted channel for
the Model Provider to deliver additional claims: e.g. in the scope of responsible Al, data confiden-
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tiality, safety, security, bias, etc. It is also possible for any other provider to add new claims as to
model capabilities, as separate attestations.

It is still the responsibility of the Model Consumer to ensure that the Al system, that integrates the
model, adheres to the required Al governance standards. However model signing provides a solid
fundament to perform root cause analysis and is a key element for Al explainability and tracing
provenance.

Furthermore, model signing delegates the role of Model Distributor (someone who receives,
stores, and redistributes models, like model repositories such as NVIDIA NGC or HuggingFace)
to an entity that may strengthen the supply chain by independently validating the provided
claims, while also being able to generate new ones. In any case, a major supply chain risk where
a malicious / compromised Model Distributor could alter the model is completely eliminated.
That is, Model Distributors cannot harm the trust relationship between the Model Producer and
the Model Consumer, but they can provide additional information about the models..

3. Foundational Components of Model Signing

Model signing and verification can be leveraged at various phases of the model development life-
cycle. A model producer must generate signatures for each model artifact produced, whether the
artifact was generated from scratch or derived from a model through either retraining, fine tuning,
distillation, quantization or any other technique altering a previous model artifact. The signature
should be created as early as possible to allow the authentication of the entities that participated
in its generation (actors, systems on which it was generated..). There is a difference between a
claim made about the model at the end of the training process and the same claim made when
the model gets published — a malicious or compromised insider could have tampered with the
model in between these steps. However, having an attestation at the publishing point, in addition
to the attestation from the training process is also worthwhile, establishing a trusted publishing
process. Furthermore, attestations can provide verifiable proof about the state, authenticity, or
integrity of a model or system.

Model consumers must verify model attestations when consuming a model, at each phase of
the model consumption lifecycle, as close as possible to the use of the artifact, either locally, in
a pipeling, or as a hosted service. The consumers must first authenticate the identity of the sig-
nature against a deployment policy in their organization, then verify the integrity of the model. If
the signed attestation contains additional information, the consumer must validate these against
the same deployment policy. The deployment policy might also include constraints that are not
certified in the model signature itself (e.g, there might be a policy stating that models in pickle
format are not allowed).

If the model consumer is also a model producer, the information that has been validated above
can be forwarded to the attestations that are generated for the newly produced artifacts.

There are several factors and technical considerations that influence the choice of appropriate
signing formats and when signatures should be created and consumed. Some tension may exist
amongst these elements including but not limited to

- Security robustness
- Development/integration effort
- Deployment and verification speed

- Signing complexity and ease of use

As mentioned before, a signature should be generated ideally as close as possible to the creation
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of the model artifacts, but at the latest at the moment of storing the artifacts in a model hub.
Similarly, while a signature should be verified immediately after downloading the model artifacts
fromm a model hub, ideally the verification would happen also immediately before its consumption,
e.g. just before loading the model from disk into memory.

Model Registries/Hubs should perform signature verifications between the time an artifact is up-
loaded (along with its signature) and the time a consumer triggers the download. While this adds
limited value to the model consumer, which should verify the signature anyways, it still increases
the security posture for the hub provider's internal infrastructure through integrity verification.
Suspicious models, invalid or incomplete signatures, additional components added to but not
captured in the manifest could be rejected or other policies enforced by the hub provider to en-
sure the trust and reliability of its offerings are maintained. Furthermore, the model hub itself
could act as a redistributor of the model (eg, adapting the model to a new format) as well as
generating new claims about the model or validating existing claims.

The exact choice of the appropriate locations and time to produce and verify signatures depends
on the overhead, technical limitations, impact and threat analysis related to the specific workflows
used by the involved personas.

31 What is different for model signing?

Outside of ML, there are a plethora of solutions for code and artifact signing. So, a natural question
arises about what is different in ML that a different solution is needed.

Models are large, complex assemblies. A model may consist of several files and can consist of
model weights, configuration files, tokenizers, and training logs. Signing these artifacts sepa-
rately could cause integrity drift, as well as complicating the verification story for consumers —
they will need to retrieve multiple artifacts, multiple signatures, and then execute multiple ver-
ification steps. Thus, a signed manifest over the entire collection of model files should be used
instead.

The signed manifest represents a cryptographically signed collection of hashes for each artifact in
the model. Small models could use a single hash across the entire set of files, whereas moderate
and large models will need to compute hashes for each file individually. This is an optimization
process, allowing for hashing in parallel. It also enables verifiers to verify the integrity of only the
components of the models that they are using — this is particularly important for the case when
the model hub serves the same model as a collection of files for different model architectures (e.g.,
Safetensors, pickles, etc.), but the user only uses one of them. Finally, for extremely large models,
we can add a new optimization layer by computing hashes for portions of large files.

In any case, once the collection of hashes is computed, the manifest should be transformed to a
canonical form and then signed. As part of the canonicalization process, a root hash could also
be computed to allow referring to the model by one single digest, across various supply chain
documents (e.g., SLSA attestations).

On the consumer side, verification proceeds by validating the signature and extracting the signed
manifest into a collection of expected hashes. Then, the verifier should re-compute the hashes of
the model artifacts as present on disk and compare each one with the equivalent from the signed
manifest. The model signature is valid only if all components match.

Before the signature can be written to disk, we need to define how we represent the canonical-
ized manifest. Given that scalability and performance are critical for ML environments, where high
throughput and training performance are stringent requirements, we need to pick a format that
permits generating the manifest in a robust way. For the model-signing project, the OMS stan-
dard proposes encoding the manifest as an in-toto statement that ties every model artifact with
its corresponding hash. An alternative version would be to use the SPDX (Software Package Data
Exchange) format, given that SPDX is an internationally recognized standard (ISO/IEC 5962:2021)
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for representing Software Bills Of Materials (SBOMSs) and is widely adopted across various indus-
tries. Alternatively, the manifest could be represented as a C2PA manifest (see also Project Atlas),
or, mapped to the OCI Image specification for Docker images. However, all of these alternate
formats provide more functionality than what is needed for just the model signature.

Once the manifest is serialized, we need a way to also pair it with its signature. One option would
be to extend the model format to contain the signature as part of the model itself, but this would
require adapting an ever growing numtber of model formats and not be scalable. Instead, hav-
ing a detached signature that applies the same way regardless of the model format is a better
approach. A lightweight solution like DSSE (Dead Simple Signing Envelope) is a good fit here,
due to its simplicity and ease of implementation — which is why this is the preferred approach
for the model-signing project. However, for more complex workflows that require robust secu-
rity and interoperability, formats like PKCS#7 or COSE are more suitable. These standards offer
comprehensive features but may be more complex to implement.

At this point, the signed manifest is available, but there is still one open question left: how do
we sign it. Traditionally, signing keys and certificates have been used for generating digital sig-
natures, but these run the risk of a leakage allowing attackers to sign malicious artifacts (as in
the SolarWinds incident). An emerging standard is to use short-lived signing certificates, like
those proposed by Sigstore. In order to be PKl-agnostic, supporting all these approaches, the
model-signing project has decided to adopt the Sigstore bundle format for the signature: attach
the signature verification material to the signed DSSE envelope. However, compared to a pure
Sigstore signature, in the OMS signature the verification material can also be generated from tra-
ditional PKl approaches.

Model Source,
ML Framework

\
!
.
9 %
Datasetls) Train Model Deploy to
model hub
\
Pretrained

model(<)
Figure 2: sigstore bundle

There are other industry standards for generating signatures, depending on security require-
ments, preferred security frameworks, DevSecOps practices, etc. As an example, the Notary
Project and in-toto can both sign components of the supply chain, ensuring integrity and
authenticity of artifacts, although these approaches don't scale for large models. Furthermore,
Notary requires integration with Docker and other tools, while most ML developers prefer to
serve the models as self-contained entities. Alternatively, COSE could be used, although it is
complex to implement and manage, especially for large-scale workflows, or non-CBOR systems.
PKCS#7 is another alternative, but it produces large signatures and performance overheads. If
you are already using Docker or Kubernetes, Notary and Harbor can integrate seamlessly with

Signing ML Artifacts: Building towards tamper-proof ML metadata records 8


https://spec.c2pa.org/specifications/specifications/1.0/specs/C2PA_Specification.html
https://github.com/IntelLabs/atlas-cli

COSAI|

your existing tools. For those heavily invested in AWS, AWS Signer offers a managed service that
integrates well with other AWS services, providing a streamlined signing experience. However,
it is tied to the AWS ecosystem, which may limit flexibility and potentially incur higher costs
associated with managed services.

Civen allthese constraints and shortcomings of the existing approaches, we recommend the OMS
format, as implemented by the model-signing project and described in this section. This is al-
ready adopted by industry partners, as we will show in a case study further down in this paper.
This format also has the advantage of being extensible: new predicates could be added to the
in-toto statement to record additional properties. For example, if the model producer wants to
provide a model card with the signature, this could be represented as a new field in the state-
ment.

4. Maturity Levels and Adoption

The implementation of model signing in Al/ML systems naturally evolves through progressive
stages of sophistication (i.e, maturity levels), each addressing increasingly complex trust and
provenance requirements. This evolution reflects the practical reality that organizations must
balance immediate security needs with longer-term vision, technical capabilities with resource
constraints, and current industry standards with future regulatory requirements.

Maturity Level Description

1: Basic Artifact Integrity Models treated as opaque binary artifacts
requiring cryptographic protection. The model
signing process creates a cryptographic
binding of the model's content to the identity
of its creator establishing both authenticity
and integrity guarantees.

2: Signature Chaining and Lineage Models treated as components within
complex, interconnected development
ecosystems. Signature chaining extends the
cryptographic guarantees of basic digital
signing by establishing verifiable relationships
between models and their dependencies.
Provides a comprehensive trail of trust that
enables sophisticated provenance tracking
and enhanced supply chain security measures.

3: Structured Attestations, Model A comprehensive provenance system that

Provenance, and Policy Integration captures rich, structured information about
model development processes, properties,
and compliance status. Represents the
convergence of cryptographic signing with Al
governance, enabling organizations to
implement automated policy controls
evaluations at different phases of the model
development lifecycle

Understanding these maturity levels provides a foundation for organizations to make informed
decisions about their model signing implementations while establishing a roadmap for en-
hanced security and governance capabilities.

The evolution of model signing capabilities must be aligned with broader organizational strate-
gies for Al governance and risk management. Model signing should not be viewed as an isolated
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security measure butasan integral component of comprehensive Al governance frameworks that
include model validation, bias testing, performance monitoring, and regulatory compliance. This
alignment ensures that investments in model signing capabilities at each maturity level deliver
tangible security and compliance benefits while building the foundation for more advanced ca-
pabilities while supporting broader organizational objectives for responsible Al development and
deployment.

5. Future directions and standardization

The continued evolution of model signing technology and practices will be shaped by advancing
cryptographic capabilities, emerging regulatory requirements, and the growing sophistication
of AI/ML systems. Organizations implementing model signing systems today must design for
adaptability and extensibility, ensuring that their investments remain valuable as the technology
landscape evolves.

51 Story of NVIDIA

As Al systems become more agentic, able to take actions and interact with external environments,
the risk of model compromise becomes a direct security concern. A single tampered model can
be leveraged to steal data, misuse system access, or trigger cascading failures across critical in-
frastructure. Trust in model integrity cannot be assumed:; it must be verified.

To address this challenge, NVIDIA partnered with industry leaders in the OpenSSF Al/ML Security
Working Group to define the OpenSSF Model Signing (OMS) standard. The specification sup-
ports both traditional PKI and keyless signing with Sigstore, allowing publishers to easily adopt
with minimal changes or disruption to existing workflows. Since March 2025, every NVIDIA model
published in the NGC Catalog has shipped with an OMS signature, making NGC the first major
model hub to deliver verifiable model trust at scale.

Integrating OMS into the publishing pipeline was seamless and created immediate security ben-
efits. Just as important, it reinforces stronger release management practices, from provenance
claims to automated checks. Signing establishes a higher bar for the Al supply chain, and NVIDIA
encourages all model publishers to adopt OMS to make verified trust the default.

5.2 Further Standardization

Standardization efforts across the industry will play a critical role in the widespread adoption of
model signing practices. The effectiveness of all model signing approaches, from basic artifact in-
tegrity to comprehensive provenance systems, depends significantly on the adoption of standard-
ized metadata schemas and verification protocols across the Al supply chain. Rather than relying
on individual organizational approaches, industry-wide standards and frameworks are essential
for enabling interoperability and automated validation capabilities. Emerging standards such as
OMS and SPDX for AI/ML artifacts and extensions to existing supply chain security frameworks
like in-toto provide the foundation for consistent implementation across diverse organizations
and toolchains. These standards enable the development of automated validation tools that can
verify signatures and attestations across organizational boundaries, supporting the collaborative
nature of modern Al development. Organizations should actively participate in standardization
efforts, contributing their expertise and requirements to ensure that emerging standards meet
practical needs while maintaining appropriate security guarantees.

The practical reality of mixed-maturity environments presents significant interoperability chal-
lenges that must be addressed through thoughtful design and implementation strategies. Orga-
nizations frequently find themselves operating in heterogeneous ecosystems where supply chain
partners, model repositories, and deployment environments operate at different maturity levels.
A comprehensive provenance system attempting to consume models from partners using basic
signing must gracefully degrade verification capabilities while maintaining appropriate security
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guarantees. Similarly, organizations implementing signature chaining must account for scenar-
ios where upstream dependencies lack the detailed attestations required for complete lineage
tracking, requiring fallback mechanisms that preserve partial verification capabilities.

Compatibility challenges with existing Al/ML toolchains compound these interoperability con-
cerns, as model signing implementations must integrate with diverse frameworks, registries, and
deployment systems that may have varying levels of signing support. Organizations must de-
velop bridging mechanisms that enable signature verification across different tool ecosystems
while avoiding vendor lock-in or excessive complexity. This often requires implementing abstrac-
tion layers that can translate between different signature formats and metadata schemas, ensur-
ing that core security guarantees are preserved regardless of the specific tools used throughout
the model lifecycle. The successful navigation of these interoperability challenges requires careful
architectural planning that anticipates the diverse and evolving nature of Al/ML toolchains while
maintaining backward compatibility and migration paths as standards mature.

The integration of model signing with emerging technologies such as confidential computing,
federated learning, and edge deployment will create new challenges and opportunities. These
technologies introduce additional trust and verification requirements that must e addressed
through advanced signing and attestation mechanisms. The development of signing approaches
that can operate in these constrained environments while maintaining security guarantees rep-
resents an important area for future research and development.

The convergence of model signing with regulatory compliance requirements will drive continued
innovation in attestation and verification technologies. As Al regulations become more specific
and demanding, organizations will require increasingly sophisticated capabilities for demonstrat-
ing compliance through cryptographic proof. The development of automated compliance sys-
tems that can generate regulatory reports directly from signing and attestation data represents
a significant opportunity for reducing compliance costs while improving accuracy and complete-
ness.
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- Judith Furlong, Dell Technologies (Judith.Furlong@dell.com)

- Stefan Berger, IBM (stefanb@us.ilom.com)

- Martin Sablotny, NVIDIA (msablotny@nvidia.com)
Technical Steering Committee Co-Chairs

- Akila Srinivasan, Anthropic (akila@anthropic.com)

- JR Rao, IBM (jrrac@us.ibm.com)

7. Appendix
7.1 CoSAI Focus

CoSAl is an OASIS Open Project, bringing together an open ecosystem of Al and security experts
from industry-leading organizations. The project is dedicated to sharing best practices for secure
Al deployment and collaborating on Al security research and product development. The scope of
CoSA\l is specifically focused on the secure building, integration, deployment, and operation of Al
systems, with an emphasis on mitigating security risks unigue to Al technologies. Other aspects of
Trustworthy Al are deemed important but beyond the scope of the project including, ethics, fair-
ness, explainability, bias detection, safety, consumer privacy, misinformation, hallucinations, deep
fakes, or content safety concerns like hateful or abusive content, malware, or phishing generation.
By concentrating on developing robust measures, best practices, and guidelines to safeguard Al
systems against unauthorized access, tampering, or misuse, CoSAl aims to contribute to the re-
sponsible development and deployment of resilient, secure Al technologies.

7.2 Guidelines on usage of more advanced Al systems (e.g. large language mod-
els (LLMs), multi-modal language models. etc) for drafting documents for OASIS
CoSAl:

thdr: CoSAl contributions are actions performed by humans, who are responsible for the content
of those contributions, based on their signed OASIS ICLA (and eCLA, if applicable). [Each contrib-
utor must confirm whether they are entitled to donate that material under the applicable open
source license; OASIS and the CoSAl Project do not separately confirm that] Each contributor
is responsible for ensuring that all contributions comply with these Al use guidelines, including
disclosure of any use of Al in contributions.

- Selection of Al systems: CoSAl recommends the use of reputable Al systems (lowering the
risk of inadvertently incorporating infringing material).

- Model constraints: Currently, CoSAl or OASIS are not required to have a contract or financial
agreement for using Al systems from specific vendors. However, CoSAl editors should

consider employing varying tools to avoid potential fairness concerns among vendors.

- IP infringement: It is the responsibility of the individual who subscribes/prompts and
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receives a response from an Al system to confirm they have the right to repost and donate
the content to OASIS under our rules.

- Transparency: CoSAl's goal will be to maintain transparency throughout the process by
documenting substantial use of Al systems whenever possible (e.g., the prompts and the
Al system used), and to ensure that all content, regardless of production by human or Al
systems, was reviewed and edited by human experts. This helps build trust in the standards
development process and ensures accountability.

- Human-edited content and quality control: CoSAlI mandates human-reviewed or -edited
results for any final outputs. A robust quality control process should be in place, involving
careful review of the generated content for accuracy, relevance, and alignment with CoSAl's
goals and principles. Human experts should scrutinize the output of Al systems to identify
any errors, inconsistencies, or potential biases.

- Iterative refinement: The use of Al systems in drafting standards should be seen as an iter-
ative process, with the generated content serving as a starting point for further refinement
and improvement by human experts. Multiple rounds of review and editing may be neces-
sary to ensure the final standards meet the required quality and reliability thresholds.

7.3 Copyright Notice

Copyright © OASIS Open 2025. All Rights Reserved. This document has been produced under
the process and license terms stated in the OASIS Open Project rules: https)//www.oasis-open.o
rg/policies-guidelines/open-projects-process.

This document and translations of it may be copied and furnished to others, and derivative works
that comment on or otherwise explain it or assist in its implementation may be prepared, copied,
published, and distributed, in whole or in part, without restriction of any kind, provided that the
above copyright notice and this section are included on all such copies and derivative works.
The limited permissions granted above are perpetual and will not be revoked by OASIS or its
successors or assigns. This document and the information contained herein is provided on an
“AS IS" basis and OASIS DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT
INFRINCE ANY OWNERSHIP RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE. OASIS AND ITS MEMBERS WILL NOT BE LIABLE
FOR ANY DIRECT, INDIRECT, SPECIAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF ANY
USE OF THIS DOCUMENT OR ANY PART THEREOF. The name "OASIS" is a trademark of OA-
SIS, the owner and developer of this document, and should be used only to refer to the orga-
nization and its official outputs. OASIS welcomes reference to, and implementation and use of,
documents, while reserving the right to enforce its marks against misleading uses. Please see
https//www.oasis-open.org/policies-guidelines/trademark/ for above guidance.

Thisis a Non-Standards Track Work Product. The patent provisions of the OASIS IPR Policy do not
apply.
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